UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN IA H’DRAI Pic 1ap — Ty do — Hanh phic

S6:340 /UBND-TH la H'Drai, ngay /7 thang 3 nam 2021
Vé viéc canh bao 16 hong nghiém
trong trong san pham Vmware

Kinh gui:
- Cac Phong, ban nganh thu¢c huyén;
- Uy ban nhan dan céc xa.

_Can cua Cong vén sO 373/STTTT-CNTT pgé}y 12/3/2021 cua S¢ Thong tin va
Truyén thong tinh Kon Tum vé viéc canh bdo 16 hong nghiém trong trong sdn pham
Vmware.

VMware hién 12 phan mém dang dugc st dung kha phd bién dé ao hoa hé
théng. Tuy nhién, qua cong tac theo doi, giam sat cung hoat dong hop tac chia se
thong tin voi cac t6 chirc uy tin vé an toan thong tin trong va ngoai nudc, Ban Co
yéu Chinh phu di ghi nhan 16 hong nghiém trong cho phép thuc thi ma tir xa véi dic
quyén khong han ché trén cac may chii vCenter (CVE-2021-21972) d6i v6i cac phién
ban VMware vCenter Server tir 6.5 dén 7.0; VMware Cloud Foundation ( vCenter
Server) tir 3.x dén 4.x va 16 hong cho phép ké tan cong thuc thi cac ma 1énh tir xa
(CVE- 2021-21974) v&i phién ban VMware ESXi tir 6.5 dén 7.0.

Pé dam bao an toan thong tin cho cac hé théng sir dung nhiing san pham
VMware nhu trén, Uy ban nhan dan huyén yéu cau cac don vi, dia phuong thuc hién
mot s6 ndi dung sau:

1. Khan truong ra soat, kiém tra lai phién ban Vmware Cloud Foundation,
Vmware ESXi va Vmware vCenter dé€ phat hi¢n cac may chu bi anh hudng va xu ly
kip thoi cdc may chu c6 kha nang bi o1 tuong tan cong khai thac thong tin.

2. Cap nhat ban va hogc khac phuc 16 hong theo hudng dan (theo phu luc dinh
kem tai Cong van so 373/ISTTTT-CNTT).

3. Tang cuong theo ddi giam sat hé thong dong thoi thudng xuyén theo ddi
kénh canh bao cua cac co quan chuyén trach vé an toan thong tin dé kip thoi phat
hién va xur ly cac nguy co tan cong mang.

Thong bao dén cac don vi trién khai, thuc hién./.

Noi nhin: TM. UY BAN NHAN DAN
- Nhu trén;
- CT, cac PCT UBND huyén; ~ KT CHU TICH

- Luu: VT-LT.

guyén Tién Diing
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