UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN IA H’DRAI Doc lap - Tw do - Hanh phtc

S6: 416 /UBND-TH Ia H’Drai, ngay 3/ thang 3 ndam 2021
V/v théng béo vé hoat dong
tan cong mang khai théc 15 hong
bao mat cua Microsoft Exchange

Kinh gui:
- Cac Phong, ban, nganh va doan thé huyén;
- Uy ban nhan dan cac xa;
- Cong an huyén;
- Ban Chi huy Quan su huyén;
- Cac Pon Bién phong trén dia ban.

Thyc hién Cong vén 5O 132/PA03, ngay 22/3/2021 cua Cong an tinh Kon
Tum veé viéc thdng bao ve hoat dong tan cong mang khai thac 16 hong bao mat cua
Microsoft Exchange, cu thé nhur sau:

1. Theo cong bd cua Microsoft ngay 02/3/2021, cac may cha thu dién tir
Microsoft Exchange phién ban 2013, 2016 va 2019 cai dat trén may chu riéng cua
khach hang c6 04 16 hong bao mat zero-day & mac do dic biét nghiém trong (ma
16i CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065). Loi
dung cac ma I8i ndy cho phép tin tic thuc thi 1énh diéu khién tir xa, qua d6 cai dat
cac loai md doc cira hau dé kiém soat may chu, tai xudng thu dién tir ciia ngudi
ding ma khdng can xéac thuc; mo rong leo thang tan cong kiém soat hé théng
mang...

Qua diéu tra hoat dong tan cong mang, Bo COng an phat hi¢n tin tac da tan
cong h¢ théng thu dién tir cia mot sb co quan, don vi tai Viét Nam thong qua 16
hong bao mat cua Microsoft Exchange. Bong thoi mé rong tan cong kiém soat
toan bo hé thong mang, danh cap nhiéu tai lidu (trong dé cé ca tai liéu bi mdt nha
nuoéc) duge trao d6i qua thu dién tir. Mic du Microsoft dd da phat hanh ban cap
nhat cho ting dung Microsoft Exchange, tuy nhi¢n viéc cap nhat ban va bao mat
cua Microsoft chi khac phuc dugc 16 hong bao mat da duoc cong bd nhung khong
gd bo dugc cac chuong trinh cira hau hodc mé doc gian diép khac duoc cai Cam
trong hé théng mang. Néu khong xir 1y, ngin chan kip thoi dan dén nguy co mat an
ninh mang, an toan théng tin, mat tai liéu ndi bo, bi mat nha nudc.

2. Tir tinh hinh trén, dé dam bao an ninh mang, an toan thong tin va phong
chéng 16, mat bi mat nha nudc, Uy ban nhan dan huyén dé nghi cac co quan, don
vi va dia phuong chu dong thuc hién cac bién phap sau:

- Tién hanh kiém tra, ra soat ung dung Microsoft Exchange c6, dang duoc sir
dung tai don vi, néu dang sir dung can cap nhat day da ban va bao mat cho ung
dung theo huéng dan cua hing Microsoft:
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(Pia chi cap nhat ban va: http://msrc.microsoft.com/update-guide/vulnerability).

- Chép hanh nghiém chinh cac quy dinh ctua phap luat vé bao vé bi mat nha
nuéc; khong luu trix, truyén dua tai liéu bi mat nha nude qua thu dién tar néu khdng
ap dung c4c giai phap ma hoa co yéu.

Két qua Kiém tra, ra soat dé nghi cac co quan don vi va dia phuong trao doi
bang van ban giri vé Thuong truc Ban Chi dao cong tac bao vé bi mat Nha nudc
huyén (Cong an huyén) triréc ngay 01/4/2021 dé tap hop béo cao Cong an tinh./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu tren; KT.CHU TICH
- CT, cac PCT UBND huyén; PHO CHU TICH

- Luu VT-LT.
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